Berkley
= | Environmental Cyber Supplemental

| a Berkley Company

LOSS HISTORY:

DURING THE LAST THREE YEARS HAS YOUR ORGANIZATION SUFFERED A SECURITY BREACH REQUIRING CUSTOMER OR THIRD-PARTY NOTIFICATION ACCORDING
TO STATE OR FEDERAL REGULATIONS? O YES O NO

IF YES, PLEASE DESCRIBE BOTH THE CAUSE OF THE SECURITY BREACH AND THE ECONOMIC LOSS TO YOUR ORGANIZATION

IF YES, HOW DID YOUR ORGANIZATION RESPOND TO THE SECURITY BREACH?

MANAGEMENT / TRAINING:
DOES YOUR ORGANIZATION HAVE AN INDIVIDUAL OFFICIALLY DESIGNATED FOR OVERSEEING INFORMATION SECURITY? O YES O NO
DOES YOUR ORGANIZATION PROVIDE MANDATORY INFORMATION SECURITY TRAINING TO ALL EMPLOYEES AT LEAST ANNUALLY? O YES O NO

IF YES, ARE YOUR INFORMATION SECURITY PERSONNEL PROVIDED WITH ADDITIONAL TRAINING TO HELP THEM UNDERSTAND CURRENT SECURITY
THREATS?

O YES O NO PLEASE DESCRIBE:

CYBER REVENUE:

ANNUAL REVENUE GENERATED FROM OR ATTRIBUTABLE TO ACTIVITIES CONDUCTED ON YOUR WEB SITE(S) (IF APPLICABLE):

SUMMARY OF E-COMMERCE ACTIVITIES CONDUCTED VIA YOUR WEB SITE(S):

SENSITIVE INFORMATION:

DOES YOUR ORGANIZATION ENCRYPT ALL E-MAILS CONTAINING SENSITIVE INFORMATION SENT TO EXTERNAL PARTIES? (e.g. PERSONALLY IDENTIFIABLE
INFORMATION [PII], PERSONAL HEALTH INFORMATION [PHI], PAYMENT CARD INFORMATION [PCI]) O YES O NO

DOES YOUR ORGANIZATION ENCRYPT ALL SENSITIVE INFORMATION STORED ON MOBILE DEVICES? (e.g. PHONES, TABLETS, WEARABLE COMPUTERS, FLASH
DRIVES) 0 YES O NO

DOES YOUR ORGANIZATION HAVE SENSITIVE INFORMATION STORED ON THE CLOUD? (e.g. CARBONITE, GOOGLE DRIVE, DROPBOX) O YES O NO

IF YES, WHICH PROVIDER(S) IS USED?

CYBER INSURANCE HISTORY:

LIST PRIOR CYBER/SECURITY PRIVACY INSURANCE FOR THE PAST THREE YEARS, INCLUDING BOTH STAND-ALONE POLICIES AND SUPPLEMENTAL COVERAGE
PROVIDED UNDER SOME OTHER TYPE OF INSURANCE.

INSURANCE COMPANY INSURANCE LIMITS DEDUCTIBLE / RETENTION POLICY PERIOD PREMIUM
$ $ $
$ $ $
$ $ $
HAS ANY CYBER/SECURITY PRIVACY INSURANCE POLICY LISTED ABOVE BEEN CANCELED OR OYES O NO

NONRENEWED? ENV 0007 09 22



WHAT IS THE RETROACTIVE DATE OF YOUR CYBER INSURANCE POLICY CURRENTLY IN EFFECT? (IF YOU DO NOT HAVE A CYBER INSURANCE POLICY CURRENTLY
IN EFFECT, PLEASE ANSWER “N/A”)

INSURING AGREEMENT RETROACTIVE DATE

A)  SECURITY AGREEMENT

B) EXTORTION THREATS

C) REPLACEMENT OR RESTORATION OF ELECTRONIC DATA

D) BUSINESS INCOME AND EXTRA EXPENSE

E) PUBLIC RELATIONS EXPENSE

F)  SECURITY BREACH LIABILITY

|| SIGNATURE ||

THE UNDERSIGNED IS AN AUTHORIZED REPRESENTATIVE OF THE APPLICANT AND REPRESENTS THAT REASONABLE ENQUIRY HAS BEEN MADE TO
OBTAIN THE ANSWERS TO QUESTIONS ON THIS APPLICATION. HE/SHE REPRESENTS THAT THE ANSWERS ARE TRUE, CORRECT AND COMPLETE TO
THE BEST OF HIS/HER KNOWLEDGE.

Insured’s Signature Date:

Agent/Producer Signature Date:
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